The previous access control systems have high computation with the persons biometric information, cryptography, and so on. However, the embedding and extraction process of proposed scheme is simple and efficiency because of this paper is proposed by using data hiding and the visual secret sharing. When the user try to the access system, it is provided to the triple authentication of user that the extracted QR code image and the secret image are verified with the secret key of user.
Introduction
In the rapid development of digital technologies and computer networks, the transmission of multimedia data on the Internet has given a lot of help in everyday lives. However the beneficial technologies sometimes allow making illegal action easily because the technique can not be controlled. In order to solve such a problem, the access control technology has been studied in various fields [1, 2, 3, 4] . Access control techniques were studied based on the biometric information [2] , ID and password of the participants [3] , and the cryptography system [4] . The safest way to use a person's biometric information, but it can be costly and complex operations. These methods should need high computation cost in recognition processes. If the ID and the password are exposed by attackers, illegal participant is possible to access the system or control zone. To reduce the these disadvantages, this paper proposes the triple access control system based on the virtual secret sharing(VSS) and the smart card. In 1994, Naor and Shamir [5] proposed the visual secret sharing for the first time. A (2,2)-threshold VSS scheme is that encodes a secret image into 2 shadow images and distributes to 2 participants, and anyone get only one of the two share images cannot obtain the secret image. The shadow images represent the randomly noisy patterns which consist of the black and white about the secret image.
The secret image can be revealed by stacking the shadow images. The stacked images verify using naked eyes without any computation. VSS can have to be utilized in the environment that has no computer resources. However, the revealed image has occurred the distortion because each pixel of an secret image is expanded to 4 times. To solve the pixel expansion problem and to enhance the visual quality of decrypted secret image, more and more visual secret sharing schemes were proposed [7, 8, 9] . This paper proposes a triple access control based on virtual secret sharing by using VSS, the QR code image, and the secret key. In proposed system, the QR code [6] is hiding into two shadow images, where one shadow image is permuted with the secret key of user and stored into the smart card of user. The other shadow image is saved in a data base of access system server. When the anybody try to access system, the smart card reader is loading the shadow image from the smart card of the user. Then the proposed system extracts the secret image and the QR code image with the stored shadow image. If the secret image and the QR code image can not extract, then the user could not access the system. The rest of this paper is organized as follows. Section 2 discusses the related works. The proposed scheme is described in Section3. Section4 shows experimental results on the proposed scheme. Finally, Section5 provides conclusions of this paper.
Related Works

Naor and Shamir's scheme
The (n, n)-threshold visual secret sharing scheme first proposed by Naor and Shamir [5] (1995), is used to share one secret image on n share images. The participants can recover the secret image by stacking(OR operation) the n share images. The recovered secret image could be recognized by the human visual system without any additional computational devices. In the encryption process, each pixel of the secret image become 2 × 2 block by using a codebook. When repeating until the end pixel, two share images are obtained. Each shadow image distributed the [7, 8, 9] . Figure1 shows the codebook of the Naor and Shmir's scheme. In the decryption process, two collected shadow images are stacked together to get the the revealed image. As a result, computation-based logical OR operations are applied for reconstructing the secret image with size expansion and quality degradation. Figure2 shows an example of the (2,2)-VSS scheme.
Lou and Yu
In 2008, Lou and Yu [10] proposed the image size invariant visual cryptography based on Ito et al's [11] scheme. These scheme has the advantage that both the hidden data and the secret image can be losslessly reconstructed with simple logical operations. In encryption process, four pixels are involved at the time for 1-bit data hiding and 2-bit secret image data. In other words, the 1-bit of the watermark image is embedded into the shadow images. Data hiding is expressed as the Equation (1). T 1 and T 2 are shadow images and (x, y) is the pixel coordinate of the secret image. w i is an 1-bit of the watermark image.
The encryption process expressed as the Equation (2) and (3). s i is a pixel of the secret image. Figure 3 . The encoding phase
In the decryption process, the watermark image and the secret image can be retrieved by using the exclusive-OR(XOR) operation. The watermark image is extracted by the Equation (4). The secret image is reconstructed by the Equation (5) and (6).
The Proposed Scheme
The proposed scheme aims to triple authentication using VSS, QR code, and the secret key. Although the shadow image can be compromised, the compromised image can not effect the authentication of participants. Because it is permuted with secret key. Figure 3 and 4 show the embedding and extraction process, respectively.
The embedding process
Input: A secret image (S) : m × m (binary image), the QR code image(Q) : n × n (binary image), and the secret Step 1: Encrypt the shadow images by using Ito et al's scheme. Figure 5 shows the encryption strategies of the image size invariannt (2, 2)−VSS.
Step 2: Generate the QR code image with the authentication data of the access control system.
Step 3: Embed to the QR code and set up the shadow images as follows.
shows that the QR code embed to the shadow images.
Step 4: Encrypt the shadow images as follow. Figure 7 shows the encrypted shadow images.
Step 5: Store one shadow image and the other image permutes with the secret key(personal password).
Step 6: Embed the permuted image in the smart card. Step 1: Contact on the reader to the smart card and input the secret key.
Step 2: Re-permute the permuted shadow image with the secret key.
Step 3: Load the shadow image from the server and decrypt the shadow images. The equations are as follows.
Step 4: Verify the secret image. If S is different from S, then the user could not access the system.
Step 5: Extract the QR code image from the shadow images. If the QR code can not be extracted from the shadow images, then the system could reject the user.
Step 6: Confirm the extracted QR code image using the original QR code. If the extracted QR code is exactly, then the user could access the system.
The Experimental Results
This section discusses the experimental results of the proposed scheme. In the experiments, five 256 × 256 secret image and the binary QR code used that show Figure 8 . When the secret image is the airplane, Figure 9 shows the experimental results of the proposed scheme. Table 1 shows that compares between the previous schemes and the proposed scheme. The proposed scheme provides the non-expansion, data hiding, additional secure, and triple authentication. Although the proposed scheme was computed by using algorithms with the secret key, it is safer and simpler than the previous access control scheme. 
Conclusion
This paper proposed a triple access control system based on the visual secret sharing(VSS). In the encryption process of the proposed scheme, the QR code image was generated by using the authentication data of the access control system and was embedded into the shadow images. In this process, initial shadow images was changed by the Equation 7, 8, and 9. At the same time, the one shadow image was saved in the server and the other shadow image was permuted and was stored in the smart card of user. In the decryption process, the authentication data of the server, the QR code image, and the secret image were provided to the triple authentication and access control. The triple authentication process was computed by the XOR operation that has simpler and lower computation cost than the biometric recognition. In addition, the shadow image in the smart card was permuted by the secret key of the user. It was provided that the security property. If anybody steal or copy from the smart card of user, then they can't access the system without the secret key. Although the attacker make the any shadow image and try to access with the any secret key, they can't obtain the secret image and the QR code image. The reason was that the one shadow image stored the trusted server. Therefore, the proposed scheme was simpler and safer than the previous scheme.
